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Abstract. COVID-19 pandemic is an emergency that spread across the planet. It threatens lives and health
of the population, with many dead and injured. Also, during pandemic there was (and continues to be) a
violation of normal living conditions, significant material damage to economies of different countries.
Quarantine restrictions affected social, educational, cultural and spiritual spheres of society. There is an urgent
threat to operation of critical infrastructure as the pandemic led to large numbers of hospitalized or self-
isolated people and being treated at home. At present, the operation of critical infrastructure, and in particular
nuclear power plants, is strategically important for the proper functioning of any country. Also, the research
describes causes of emergencies at nuclear power plants and identifies another factor - the mass disease of
NPP personnel or their relatives on COVID-19. It is determined that timely detection and appropriate work
to restore mental health during the pandemic is no less important area of work along with providing medical
care to population. Stress associated with uncertainty, threat to health, can have negative consequences for
well-being and mental health of workers. Depression, emotional exhaustion, anxiety, irritability, suicidal
thoughts, etc. can also be consequences. Socio-psychological support especially for critical infrastructure
workers is important to promote mental health during COVID-19 pandemic. Recommendations for socio-
psychological support of NPP personnel were developed. Specialized mobile applications are described as
convenient and economical way for primary psychological care.

1 Introduction

COVID-19 spread around the world. It is not only health
problem, but it also affects the world economy and the
environment in various ways. Although COVID-19
causes serious damage to society but environment state is
improved as pollution decreased significantly. COVID-19
imposed restrictions on the movement of people and
vehicles in various countries and suspended some
industrial activities. Thus, emissions of greenhouse gases,
nitrogen dioxide, carbon, etc. decreased. However,
COVID-19 also has negative consequences for
environment due to large amount of household and
medical waste [1, 2, 3].

COVID-19 and the quarantine restrictions caused by
it became an emergency situation that significantly
affected well-being of people, families, communities.
People experience such situations in different ways,
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someone without visible violation of ability to function at
work or in a close relationship. That is, such people
recover quickly, using their own strength. Others need
only basic support to improve their well-being. And in the
third, there are mental health problems (or the same
problems that existed before) that require specialized
psychological  support.  Therefore, response to
emergencies is significantly different in each case, as each
person experience the same event differently and has
different resources and opportunities to recover [4].
Indeed, the pandemic is a challenge not only to
physical health but also to mental health. The Secretary-
General of the United Nations called on governments to
address mental health needs of the coronavirus pandemic
immediately, warning that COVID-19 could provoke
crisis in this area. An important area for strengthening of
mental health strategy during COVID-19 outbreak is
psychological support of population, especially health
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workers. Stress associated with uncertainty, threat to
health, can have negative consequences for well-being
and mental health of employees, and can result in
depression, emotional exhaustion, and anxiety. Therefore,
recovery of mental health and psychosocial aspects during
outbreak of COVID-19 are extremely relevant and require
special research [5].

COVID-19 disease made many significant changes in
activities of various enterprises and organizations, many
employees were transferred to remote mode using digital
technologies. However, there are enterprises, especially
of critical infrastructure (nuclear power plants, thermal
power plants, chemical facilities, etc.), where it is
impossible to perform official duties remotely and you
need to be in the workplace. Critical infrastructure
facilities can include enterprises, institutions and
organizations, regardless of ownership, which: operate
and provide services in the energy sector, chemical,
transport, information and communication technologies,
electronic communications, banking and financial sectors;
provide services in areas of life support of the population,
in particular in areas of centralized water supply,
sewerage, electricity and gas supply, food production,
agriculture, health care; communal, emergency and rescue
services, emergency services; included in the list of
enterprises of strategic importance for the economy and
safety of the state; objects of potentially dangerous
technologies and productions.

Today in Ukraine there is developed nuclear energy
industry. Its operation is provided by 4 operating nuclear
power plants (NPPs): Zaporizhzhya NPP, Rivne NPP,
South-Ukraine NPP and Khmelnytska NPP. They are
objects of increased danger [6, 7], and therefore issue of
their safe operation, civil protection of population and
environment on the territory of the station is always
relevant.

In Ukraine, NPPs consistently provide more than half
of electricity production, which is important for economic
and social development of the country and compliance
with international obligations. In [6] it is noted that
experience of NPP operation shows that causes of
accidents and incidents are somehow related to behavior
of people (human factor), namely - with their attitude to
safety problems. Therefore, the focus of NPP
management is, first of all, human resources, style and
management methods. An important issue for the
NNEGC “Energoatom” is to maintain health of its
employees at the appropriate level and timely detection of
diseases. This is especially important given that work of
nuclear workers is associated with increased hazards,
including radiation. To preserve the health and efficiency
of NNEGC “Energoatom” NPP personnel, conducts
constant explanatory work among the personnel about
vital need to take care of one's own health, to objectively
assess condition of well-being, timely treatment by
doctor. In the NNEGC “Energoatom” units where high-
risk  work is  performed, mechanisms  of
psychophysiological examination of employees are used.
Psychophysiological examination is carried out in order
to: ensure safety, reliability and efficiency of NPP
operation through optimization of personnel; reduction of
labor losses and accident prevention; selection of persons

who, by the state of professionally important
psychophysiological qualities, are able to master the
profession and perform their duties effectively; working
life of staff.

Monitoring of the psychophysiological condition of
NPP employees is carried out during initial and periodic
medical examinations. It does not reveal current situation
of possible accumulation of fatigue and distress. Also,
psychological climate controlin the teams is rare. Its
constant  implementation (taking into  account
recommendations of experts in psychophysiological
laboratories of nuclear industry) will predict occurrence
and influence of distress factors, as emphasized in the
publication [7].

In 2020 for the first time unprecedented phenomenon
of voluntary social isolation emerged as a way to
effectively combat spread of COVID-19 virus. Following
recommendations of the World Health Organization the
most governments introduced quarantine measures. They
severely restricted movement of citizens and effectively
led to their self-isolation. Public, social, professional,
scientific, religious life of people changed emphasis
towards online presence. An integral part of the current
quarantine is the Internet, mobile communications, Smart-
phone, social networks and other digital technologies [5].

Therefore, number of problems need new
understanding and research: professional activities of staff
during the pandemic; human mental health; training of
workers during the pandemic; social and psychological
support of population and especially staff of critical
infrastructure during the pandemic, etc.

2 Analysis of previous publications

Various aspects of software and hardware development
for impact assessing of potentially dangerous objects on
the environment are described in [8-30]. Features of
prevention, occurrence and liquidation of emergencies, in
particular at NPPs are considered in publications [7-43].
Provision of psychological support and assistance to
victims in emergencies is described in the researches [4,
5, 44-49]. The wuse of digital technologies for
psychological support of personality is considered in
publications [50-55]. However, it is important to study
impact of COVID-19 on emergencies at Ukrainian NPPs,
psycho-traumatization of population during the pandemic
and the search for tools and recommendations for socio-
psychological support of population and NPP personnel.
The research aim — is to investigate new challenges of
emergencies risk increasing at Ukrainian NPPs as result
of the human factor during COVID-19 pandemic and to
develop recommendations for their minimization.

3 The research results

3.1 Pandemic COVID-19 as

emergency

caused by

Every day there are various emergencies in different parts
of the world: floods, earthquakes, landslides, hurricanes,
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dust storms, accidents, catastrophes and other natural
disasters. In the beginning of 2020 the World Health
Organization declared health emergency of international
importance. And a pandemic was declared in early March.
The pandemic caused by COVID-19 and quarantine
restrictions also caused global socio-economic problems.

In the scientific literature [4] “emergencies” are
understood as events that go beyond the ordinary life of
man and pose a threat to their physical and mental
integrity, lead to destruction of social structure of
communities and social order. Such situations usually
arise as result of accidents, catastrophes, natural disasters,
terrorist acts, armed conflicts, epidemics, and others.
Emergencies can spread to different scales in covered
area, number of victims and so on. The Civil Protection
Code of Ukraine [56] states that “an emergency situation
is a situation on separate territory or a water body which
is characterized by violation of normal living conditions
caused by catastrophe, accident, fire, natural disaster,
epidemic, epizootic, epiphytosis, use of means of
destruction or other dangerous event that led (can lead) to
threat to life or health of the population, large number of
dead and injured, significant material damage, as well as
impossibility of living in such territory or object,
conducting economic activity on it. Also, victims of an
emergency are people whose health was damaged in result
of emergency.

In [56, 57] the classification of emergencies is given:
1) emergencies are classified by the nature of origin,
degree of distribution, amount of human losses and
material damage; 2) depending on nature of events origin
types of emergencies are determined: (man-made nature;
natural nature; social; military); 3) the following levels of
emergency situations are determined depending on the
consequences extent caused by emergency situation,
amount of technical and material resources necessary for
their elimination: state; regional; local; object; 4)
classification of emergencies according to their levels is
established by the Cabinet of Ministers of Ukraine [56].

The study [1] noted that level of air pollution is one of
the important indicators that affects the transmission of
COVID-19 and mortality. Therefore, COVID-19 can
affect environmental factors and vice versa. Critical
review of research of relationship between COVID-19
and the environment can formulate a current state of
knowledge and guidance for further research. Critical
analysis of scientific publications was conducted and 57
articles on interaction between COVID-19 and the
environment were selected. Four research clusters were
identified (Fig. 1): 1) COVID-19 and environmental
degradation; 2) COVID-19 and air pollution, 3) COVID-
19 and climate/metrological factors; 4) COVID-19 and
temperature. The impact of COVID-19 on the
environment and impact of environmental indicators on
transmission of COVID-19 are considered. It is concluded
that COVID-19 pandemic improved environment quality.
During pandemic and quarantine restrictions imposed by
the governments of different countries led to significant
reduction in environmental pollution and improved
environmental quality. There is a sharp reduction in
carbon emissions, reduced air pollution, reduced noise
pollution and beach pollution. Various environmental

factors contributed to both spread and reduction of
COVID-19 transmission [1].

Collective work [58] emphasizes that COVID-19
pandemic and its consequences can be rehearsal for fight
against climate change in the future. The pros and cons of
COVID-19 in terms of environmental impact were
identified: improving air quality, improving surface water
quality, reducing noise pollution and greenhouse gas
emissions.

Humans, their life, health and safety are recognized in
Ukraine as the highest social value. Geographical
environment is the natural basis of her life [59, 60].
Mankind has extensive knowledge in the fields of
geography, physics, chemistry, biology, and others,
actively uses them in social production at the present stage
of its development. At the same time it still remains
dependent on natural manifestations of the nature forces.
Processes that are beyond human control and are related
to the life cycle of our planet and influence of external
factors can cause emergencies of various kinds. Danger to
humanity can be hidden in man-made objects and
processes in addition to forces of natural origin:
enterprises of various sectors of economy and
technological processes, critical infrastructure, defense
facilities, etc. Nuclear energy, use of electricity and heat,
circulation of hazardous substances cause potential
danger of emergencies. They are commonly called man-
made [61].

Large proportion of industrial enterprises is

potentially dangerous objects associated with the
production, storage, transportation and processing of
hazardous substances on the territory of Ukraine. Man-
made emergencies risk at such enterprises is extremely
high as the level of equipment wear in most enterprises is
approaching critical. Accidents at such facilities are
usually accompanied by environment pollution with toxic
substances as well as fires and explosions [59].
People affected by emergencies can need medical care,
psychological, material, legal assistance, social and
information services, etc. [4]. Emergencies can lead to
human casualties, damage to human health, significant
material loss and disruption to people's living conditions.
They can cause mental and psychological trauma to
victims or their relatives and friends.

3.2 Causes of emergencies at nuclear power
plants: domestic and foreign experience

Scientists in the publication [7] emphasizes that various
negative circumstances (infringement processes, safety
and mode of operation, natural disasters, technological
accidents and incidents of sabotage terrorist purposes,
fighting, etc.) at the plant can lead to different
emergencies that pose a significant risk to environment,
health of personnel and surrounding areas population. It
is determined the nature of the action, the scale of
destruction of buildings, the size of the material and
economic losses by carrying out an analysis of emergency
situation on the threat to human life. The most dangerous
are emergencies that cause radioactive and chemical
pollution. Confirmation of this are tragic experience of
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accidents at the Three Mile Island NPP (USA, 1979),
Chornobyl (Ukraine, 1986), Fukushima-1 (Japan, 2011).
Such emergencies can lead to significant radioactive
contamination, cause significant damage to public health,
natural and agroecological systems, etc.

In Ukraine, various normative documents emphasize
importance of population protecting from emergencies.
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The source [56] states that “civil protection is a function
of the state aimed at protecting population, territories,
environment and property from emergencies by
preventing  such  situations, eliminating  their
consequences and providing assistance to victims in
peacetime and in special periods”.
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Fig. 1. Interaction of COVID-19 and environment (4 research clusters) [1].

Nuclear safety is ensured by consistent
implementation of 5 defense levels in depth strategy.
Implementation of measures last defense in depth - the
fifth and, partly, in the fourth - in support of measures
designed accident management. It is provided by system
of emergency preparedness and response NNEGC
“Energoatom” in accident and emergency at the plant.
Important state task is to mitigate or prevent action of
various factors and minimize accidents risk at nuclear
power plants, as these stations are economically justified
and necessary for normal development of industry, but
only if the technical level of nuclear and radiation safety
of nuclear power plants is provided [7].

Currently, Ukraine’s nuclear energy sector is supplied
by 4 operating nuclear power plants: Zaporizhzhya,
Rivne, Khmelnytska and South-Ukraine. Analysis of
violations at NPPs is carried out in accordance with
industry standard “ND 306.2.100-2004 - Regulations on
procedure for investigation and accounting of violations
in operation of nuclear power plants”. It is developed in
accordance with international requirements. Work of
investigating and accounting for violations in operation of
nuclear power plants is very important for safety. This is
an element of safety culture. Investigation and accounting
of NPP operational events are part of professional culture
of nuclear industry with its first steps [62].

Operation of NPPs of Ukraine is carried out in
accordance with legal requirements. Their main purposes
are: protection of health from possible damage associated
with irradiation with sources of ionizing radiation; safe
operation of NPPs; environment protection. NPP meets
safety requirements when its radiation exposure does not
exceed the limits prescribed dose irradiation plant
personnel and the public, as well regulations on gas-
aerosol emissions and liquid discharges, content of
radioactive substances in the environment. NNEGC

“Energoatom”, NPPs and other separate units within it
fully comply with requirements of nuclear and civil
protection legislation - in terms of their obligations and
responsibilities for development and implementation of
emergency preparedness and response measures, civil
protection [43].

According to experts from the World Association of
NPP Operators, NNEGC “Energoatom” occupies a
worthy place in the global nuclear community in terms of
nuclear safety and organization of safety culture. Each
Ukrainian NPP has examples of positive practices on
safety culture. It corresponds to the best world experience,
gained during implementation of international projects,
etc. The company supports and encourages formation of
safety culture among its employees and employees of
other organizations that perform work for the NPP. The
Council of nuclear safety culture was created in order to
determine goals, objectives, optimize implementation of
safety culture principles in the operation of Ukrainian
NPPs exchange experience, assess the current level of
safety culture at NPPs, as well as to review, approve and
further monitor the implementation of specific actions of
the NPP and the Company as a whole [6].

National emergency prevention organizations,
together with research institutes, conduct joint research to
increase Europe’s preparedness to respond any radiation
pollution caused by an emergency or long-term pollution,
as part of the joint European EURANOS project. Threat
of potentially dangerous situations remains even taking
into account improvement of emergency preparedness
and response systems emergency situations, the use of
automated systems for monitoring technological
parameters and the radiation situation at nuclear power
plants [7].

Causes of emergencies at nuclear power plants [7]:
violation of technological processes; violation of safety
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and operating conditions; natural phenomena and man-
made accidents and incidents; fighting; sabotage for
terrorist purposes. Small amount of news and events that
take place at the nuclear fuel cycle facilities are posted on
the site [63]. Also, more detailed information on nuclear
and radiation events can be found in the IAEA Unified
System for Information Exchange in Incidents and
Emergencies.

Based on the analysis of scientific sources and
specialized sites [7, 41, 43, 63] we will describe the
occurred incidents at various nuclear power plants over
the past few years. They were officially reported to the
public.

1) in December 2015 at the Leningrad NPP (Russia)
there was an accident at the second power unit. Pipeline
burst in the turbine hall and the radioactive steam in it
filled the room and spread outside the power plant. Cloud
of radioactive release reached the territories of Estonia
and Finland;

2) in January 2017 power supply of substation and the
first power unit of the Armenian NPP was interrupted as
result of accident on high-voltage power line. The
accident cause on the power line was ice. It was formed
as a result of frosty weather. There were no power
outages;

3) in January 2017 in Japan a construction crane used
for repair work at the Takahama NPP fell from strong
wind on the second power unit and the spent nuclear fuel
pool. The crane damaged part of outer wall and roof of the
pool;

4) in February 2017 as a result of an explosion at the
French nuclear power plant Flamanville, five workers
were poisoned. The reactor reacted in operation was
immediately shut down, although the explosion occurred
outside the scope of nuclear fuel facilities;

5) in July 2018 in the city of Chernavode (Romania)
there was an automatic disconnection from the National
Energy System of the first power unit of the Romanian
NPP. However, this sudden shutdown of the reactor did
not affect the population, the station staff and the
environment, and was most likely caused by an erroneous
signal;

6) in July 2018 in Belgium at the Tihange NPP due
electromechanical damage there was an emergency
shutdown of the second reactor. The failure occurred due
to problems with connection to the high-voltage network;

7) in September 2018 in Japan on the island of
Hokkaido there was an emergency due to an earthquake.
There was failure in operation of the main energy source
that feeds pools cooling system with used nuclear fuel at
the Tomari NPP. There was no radiation leakage;

8) in October 2018 in the west of Finland the first
power unit of the Olkiluoto NPP of the company-operator
Teollisuuden voima was disconnected due to turbine
failure. It caused disconnection from the Finnish state
grid. This incident did not affect nuclear safety of the
facility.

9) in April 2019 a fire broke out at Rivne NPP in the
evening. Due to damage to the 7AT communication
transformer with its subsequent combustion the first 330
kV bus system was disconnected and the Ne3 power unit
was disconnected accordingly. Rescuers put out the fire

around 10 p.m. This event was classified as “zero”
according to the international scale of events at the INES
nuclear facilities;

10) in January 2020 an emergency situation occurred
at the Ikata NPP (Japan). At the third NPP power unit, one
of the 48 control cassettes was accidentally removed
during withdrawal of fuel assemblies and no radiation
leakage occurred.

The source of data on dangerous events that occurred
at Ukrainian NPPs are reports on the investigation of
violations in their work and the information system
“Violations in the work of nuclear power plants”.
Information reports on violations in the operation of
Ukrainian NPPs during 2020 are presented on the website
of the State Scientific Technical Center for Nuclear and
Radiation Safety [41]. Fig. 2 shows number of violations
in operation of Ukrainian NPPs during 2005-2019.
Distribution of violations in operation of NPPs that
occurred during 2019 by sites of Ukrainian NPPs is as
follows: at Zaporizhzhya NPP - 6 violations; at Rivne
NPP - 5 violations; at Khmelnytska NPP - 1 violation; at
the South-Ukraine NPP - 1 violation [40]. There is a
deviation from the normal mode of operation (abnormal
event) during a failure in the operation of the NPP as
stated in [43]. It may be caused by equipment failure,
external influences, personnel errors or deficiencies in the
procedure. 34 anomalous events were recorded in 2017,
during the investigation of violations and deviations in the
operation of Ukrainian NPP power units. Their
distribution was: mechanical damage - 12 events; faults in
the electrical part - 12 events; staff errors - 6 events; not
defined - 2 events; faults in control and measuring systems
- 1 event; hydraulic influences - 1 event. In the event of
accidents at nuclear power plants in Ukraine number of
NNEGC “Energoatom” guidelines are used to ensure
safety and protection of population and territories from
emergencies, to prevent their occurrence and to
effectively eliminate the consequences.

Significant part (54%) of all violations in the operation
of Ukrainian NPPs that occurred during 2019 led to
reactor shutdown, unloading or disconnection of the unit
from the network (categories P05, PO08). It reduces
residual design life of equipment important for safety, and
reducing regulated number of load cycles of the reactor
unit. Another 16% are violations (categories P03, P10)
associated with the inoperability of security channels [40].

Also number and quality of cyber attacks on critical
infrastructure are currently increasing. As an example
Stuxnet is a computer worm that was created to attack
Iran’s nuclear facilities and was discovered in June 2010
[64]. Using operating system vulnerabilities and the
human factor, Stuxnet successfully hit more than 1,000
centrifuges at a uranium enrichment plant. Also in
December 2014 a cyber attack was carried out on
automated workplaces of nuclear power plant operators in
South Korea [65]. As part of these cyberattacks thousands
of phishing emails with malicious code were sent and
valuable information was stolen. In autumn 2019 systems
of the Kudankulam NPP station (the most powerful NPP
in India) were attacked with one of the versions of the
virus known as DTrack [66]. This malware was
specifically compiled for distribution and operation in the
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power plant network. Dtrack infected only the
administrative network and did not reach the critical
internal network used to control the plant’s nuclear
reactors. Thus threat of terrorist and cyber-terrorist acts
against nuclear power plants exists and acquires new
features every day.

We agree with the authors of the publication [7] who
emphasize that human factor, inattention, equipment
failure, natural disasters and fatal coincidence can lead to
an accident at a nuclear power plant with human

casualties.
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Fig. 2. Statistics on violations number in the operation of
Ukrainian NPPs for 2005-2019 [40].

It should also be noted that Ukraine is still at the very
beginning of creating of modern integrated system for
responding to safety incidents and crises related to critical
infrastructure. Thus, only in 2016 in the national
legislation of Ukraine appeared definition of basic term
for this area “critical infrastructure” [67].

NPP operation experience shows that accidents and
incidents causes are somehow related to people (human
factor) - with their attitude to safety issues. Therefore,
NPP management focus is human resources, management
style/methods, socio-psychological climate in production
teams. NNEGC “Energoatom” is involved in process of
safety culture forming in all staff beginning from the
highest administrative level. There are permanent safety
culture committees at the NPP. These are collegial bodies
that coordinate NPP units activities in terms of
maintaining and raising the level of safety culture [6].

Currently number of special measures are developed
to prevent and eliminate accidents at Ukrainian NPPs, an
Emergency Response System was created, special
instructional materials were prepared, and so on. For
example, Rivne NPP Emergency Response System is an
interconnected set of human and technical resources,
organizational and technical activities carried out by NPP
personnel under the direction of the administration. It is
done in order to prevent or mitigate impact of accidents or
emergencies on personnel, the public and the
environment. Main tasks of Rivne NPP emergency
response system are following: ensuring readiness for
localization and liquidation of accidents and other
emergencies at NPPs and liquidation of their
consequences; response to accidents and emergencies;
implementation of measures to protect the station staff,
population and environment; main tasks of the Rivne NPP
emergency response system for population and
environment protection; enhanced monitoring of radiation

indicators of environment and irradiation of population;
forecast of radiation doses of population in observation
area; informing central and local executive bodies and
local self-government bodies about monitoring results and
forecasting of radiation doses to population; providing
recommendations to central and local executive bodies
and local self-government bodies on countermeasures to
protect population [68].

Various measures are constantly taken to prevent
emergencies at nuclear power plants. For example,
mandatory psychological testing is important during
employment and transfer to other positions for NPP
personnel. It is stated in requirements for employeeson
official websites [69]. Competition for various positions
is held in following stages: 1)documents receipt;
2) psychological  testing;  3) professional  testing;
4) interview with commission.

The official website of Rivne NPP [70] contains a lot
of information about the operation of the station and the
work of staff. One of site publications states that person is
a key factor in any production and its safety and enterprise
production indicators directly depend on personnel
working. The Rivne NPP staff development department
has been operating for a year to improve the enterprise
management system, improve and coordinate work with
staff, assist managers in working with staff, monitor the
socio-psychological climate in the power plant and
improve safety culture through staff development. The
personnel development department is entrusted with such
important and urgent tasks as selection of personnel for
certain positions, identification and development of
leadership potential, organization of planning of work
with personnel in departments, training of managers in
management psychology and assistance in working with
personnel. Specialists of the human factor management
group of the personnel development department carry out
number of important works with the operational personnel
of the power plant on a regular basis. In addition to
standard procedures, such as selection for positions at
recruitment and transfer, routine surveys of working
operational staff are carried out to ensure that position is
suitable for professionally important qualities of the
operational staff. Psychocorrectional trainings, sessions
of psychoemotional unloading in a specially equipped
room are carried out for employees of operational
services, in case of reduction of their professionally
important psychophysiological qualities. Classes are
periodically held on the following topics to maintain the
qualifications of operational personnel: safety culture,
communication, methods of error prevention, conflict
resolution, behavior in emergency situations and others.
Another urgent task for the department specialists is
psychological support operational personnel training on
full-scale simulator [71]. Seminars for managers and their
reserve on business psychology are very popular
communication, leadership, teamwork and time
management. For nuclear energy, openness and trust
between staff and managers is important, because
favorable psychological atmosphere in the team creates
conditions for identifying hidden shortcomings that can
be a prerequisite for serious incidents. Another important
part of the specialists’ activities of the personnel
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development department is socio-psychological climate
in the NPP monitoring through anonymous
questionnaires, surveys, and interviews in the units. Twice
a year the specialists organize meeting of the Safety
Culture Council at the Rivne NPP chaired by the General
Director. Its main goal is to define strategy, plan, monitor
and coordinate actions aimed at developing a safety
culture. In March 2020 the survey was conducted on the
Rivne NPP as whole to determine level of development of
safety culture. The survey results confirmed high level of
development of safety culture at the enterprise. The
administration of Rivne NPP realizes that motivated,
professional employees are valuable resource of
organization. Staff needs constant careful work,
improvement and expansion of professional knowledge
and formation of safety and production culture, because
safety issue at all levels of NPP activity is a priority [70].

Interview with the Rivne NPP CEO [72] highlighted
main issues concern public and the power plant staff
today. “Today nuclear power plant is not only the largest
energy company in the region, but also local largest
employer and taxpayer. Life of its entire satellite city
practically depends on Rivne NPP. The main thing is that
staff and equipment work reliably and safely. During
pandemic we spend a lot of money to purchase personal
protective equipment for staff, tests, preventive measures,
including the isolation of operational staff - hotel
accommodation, meals. In addition, mode of operation of
our company changed significantly. It applies to certain
activities such as staff training, detours, including work
performed by contractors, because we have limited access
to industrial site of involved employees. For some time,
all this is justified and will not affect production. In the
event of pandemic continuation it will certainly
negatively affect work of the team” [72].

In 2020 due to pandemic COVID-19 another
important factor emerged that could lead to emergencies
at existing NPPs because personnel also had cases of
COVID-19 and such cases continue. The NPP
management takes many different measures to preserve
employees health, comply with quarantine restrictions,
daily check of body temperature of personnel, issue
personal protective equipment, transfer to remote work of
individual employees, etc. However, NPPs are enterprises
where it is not possible to transfer large number of
employees to remote work because many work processes
have to be performed by people. Therefore, there is a risk
with critical number of station employees who have to be
at work every day or in shifts. Table 1 presents data on
personnel number at Ukrainian NPPs for November 2020.
Of course employees’ number is not accurate due to
monthly changes.

Table 1. Data on personnel number at Ukrainian NPPs for
November 2020.

NPP Number
Zaporizhzhya NPP |More than 11000 workers
South-Ukraine NPP| More than 8500 workers

Rivne NPP More than 7800 workers
Khmelnytska NPP | More than 5000 workers
Total 32300 workers

South-Ukraine NPP| More than 8500 workers

Fig. 3 shows location of nuclear power plants in
Ukraine with their characteristics according to [73].
According to Fig. 2 Zaporizhzhya NPP has 6 VVER-1000
units and it is the largest in terms of staff (over 11,000
employees), South-Ukraine NPP has 3 units VVER-1000
and it is the second largest in terms of staff (over 8500
employees), Rivne NPP has 2 power units VVER-1000
and 2 power units VVER-440 and it is the third in terms
of staff (over 7800 employees) and Khmelnytska NPP has
3 power units VVER-1000 and is the smallest (over 5000
employees) in terms of staff among operating stations.

Fig. 4 contains data [74] on the spread of COVID-19
coronavirus infection in Ukraine by region for of
December 23, 2020. It shows number of already
confirmed cases and the total number of COVID-19
patients in each region since the epidemic beginning.
Also, the total number of people infected with COVID-19
is 989,642, among them 615,660 are recovered, and there
are 17,172 deaths. If we compare Figures 4 and 5 we can
assume that at the moment the staff of Rivne NPP and
Khmelnitsky NPP is in high danger zone. They therefore
need special safety measures, social and psychological
support because they are located in the areas with large
number of cases of COVID-19. It can not be NPP
employees, but for example their relatives, close friends,
neighbours and others. Therefore, it is necessary to pay
attention not only to physical condition of employees, but
also to the psychological health of staff.

3.3 Measures and recommendations for social
and psychological support of NPP personnel

The world community faced uncertainty period due to
COVID-19 pandemic. In many countries, the pandemic
threatens not only human life but also economic, social
and other spheres of public life [5]. Social consequences
of the pandemic are: breaking family ties, disrupting
social networks, destroying community structure and
resources, declining trust, increasing gender-based
violence, and more. Psychological consequences of
emergencies are their impact on different levels of mental
functioning - emotional state, behaviour, relationships.
They can be related to: problems that existed before
(mental disorders, alcohol or other chemical abuse);
problems that arisen a result of emergency (non-
pathological distress, mental disorders: depression, post-
traumatic stress disorder (PTSD), anxiety disorders,
adaptation disorders) [4]. Mankind found itself in
situation of change and uncertainty for which it was not
ready. The pandemic provokes increased anxiety, distress
and other reactive states in people. Also, one of the
specific features that causes socio-psychological
problems is quarantine restrictions and inability to contact
directly in usual circle of social interaction [5]. Each
person’s response to emergencies is different because
each person has different resources and opportunities to
recover [4]. Therefore, wide range of citizens began to
need psychoprophylaxis, crisis counseling and socio-
psychological support.

Currently, the pandemic regime was introduced in the
world. This period is characterized by alarming
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information content, increased psychological pressure due
to unfavorable epidemiological situation. Symptoms of
frustration, hopelessness, fear, anticipation of threat,
loneliness, social isolation and alienation, sleep
disturbances and nightmares, irritability and outbursts of
anger are just a few of PTSD symptoms seen in people in
different countries. Such manifestations are observed in
the population of Ukraine. The work [5] identified socio-
psychological consequences of the pandemic for
individual:

N SSIC | swescen Cente

www.sstc.com.ua
Fig. 3. NPP placement in Ukraine [73].

* loss of basic sense of safety;

* increase in anxiety and fear (for example, get sick,
lose your ability to work);

* new living and working conditions (remote work in
online format);

* mixing social roles (for example, home office, when
you need to combine several roles of wife-mother-
specialist/husband-father-worker, etc.).

MAP OF UKRAINIAN
NPPs

WWW.SNrc.gov.ua

Fig. 4. Statistical data on COVID-19 spread in Ukraine by the regions [74].
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In 2007 the United Nations together with the
governments of various countries adopted the “Guide to
Mental Health and Psychosocial Support in
Emergencies”. The document states that the main goal is
to provide humanitarian actors and communities with
strategy to plan, implement and coordinate system of
minimum multisectoral response to protect and improve
mental health and psychosocial well-being of population
in emergency midst [4].

The article 38 “Psychological protection of the
population” states [56]: 1) measures of psychological
protection of population are aimed to reduce and
neutralize negative mental states and reactions among
population in case of threats and emergencies and include:
planning activities related to psychological protection;
timely application of licensed and permitted in Ukraine
informational, psychoprophylactic and
psychocorrectional methods of influencing individual;
identification with help of psychological methods of
factors that contribute to emergence of socio-
psychological tension; use of modern psychological
technologies to neutralize negative impact of emergency
factors on population; implementation of other measures
of psychological protection depending on current
situation; 2) organization and implementation of
psychological protection measures of population are
entrusted to central body of executive power which
ensures formation and implementation of state policy in
the field of civil protection.

The publication [5] identifies current research
problems in the field of health psychology of personnel of
organizations and enterprises in the pandemic COVID-19:

1) in organizational psychology: essence of
psychological health and well-being of staff in the
organization in “normal” conditions and in the pandemic
COVID-19; psychological features of personnel activity
in self-isolation conditions; ensuring Work Life Balance
in crisis situations; psychology of change management in
organization in the context of the COVID-19 pandemic
(adaptation to change, introduction of new forms of work,
teamwork, etc.); new forms of personnel communication
in organizations during the COVID-19 pandemic, new
manifestations of conflicts in the organization during the
COVID-19 pandemic; prevention of occupational stress
and burnout in representatives of risky occupations
(military, doctors, firefighters, etc.) and in other
occupational groups of personnel during the COVID-19
pandemic; psychology of gradual exit of organizations
from quarantine etc.

2) in the field of psychological assistance and
psychological training of personnel in the organization:
distance learning of personnel during the pandemic
COVID-19: opportunities and limitations; psychological
features of digital technology use, etc.

Also, psychologists-practitioners in [5] noted trends in
client requests to psychologists and psychotherapists
during COVID-19: a) existential issues: isolation,
meaninglessness of life and what is happening
(deprivation of meaning), suicidal thoughts, etc.; b)
psycho-emotional states: fears (especially fear of death),
anxiety, neurosis, stress, panic attacks, exacerbation of
phobias, depression, impulsive-compulsive disorders;

increased emotionality, exacerbation of neurotic states,
etc.

Consider social system “NPP Staff” it should be noted
that for NPPs of Ukraine such group can be on average
5000-10000 people - from worker to control panel
operator or management of NPP. Subsystems are easily
identified in this system: operational personnel, repair and
maintenance personnel, seconded personnel, managers.
Also, each subsystem is divided into shops, sections,
changes according to NPP structure. Each of subsystems
consists of tens or hundreds of elements (individuals) that
form certain group (team) united by common goals and
objectives. Each group performs specific (regulated) task,
has its own hierarchy and living space. Of course, each
individual has its own specific responsibilities but all are
interdependent [62].

Decision on candidate’s professional suitability for
work at NPP is made by the commission on professional
selection taking into account recommendations of the
personnel department, incoming knowledge control,
results of the interview with the structural unit head to
which the candidate comes and conclusion of
psychophysiological examination [6].

During the pandemic NPP personnel received an
additional stress as work on critical infrastructure is
considered to be quite complex and responsible.

Considering impact of negative stress on employees
activities it is necessary to study conditions that contribute
to optimization of their activities in extreme situations. An
important factor in increasing psychological readiness
ispresence of action plans in different types of extreme
situations, their internal modeling and their activities in
them. This not only increases psychological readiness but
also helps to master new algorithms [47].

At present it is important for organizational
psychologists and special departments to work with NPP
personnel to diagnose mental health problems in
organization during the COVID-19 pandemic and to
provide appropriate  psychological assistance to
personnel. Such socio-psychological support can be
implemented through webinars, psychological training,
online and “regular” psychological counseling, etc.

Taking into account the above recommendations will
create controlled situation of verbal support and jointly
develop rational behavior and strategy to overcome
situation and solve pressing psychological problems. Of
course, all these global crisis processes require new
approaches not only in individual psychological
counseling but also in group of work and in creating
psychological support for organizations staff. After all
employees who are in state of anxiety lose concentration,
perform tasks longer, make difficult decisions, become
more conflicted, and so on [5].

Analysis of the NPP official websites showed that
various measures for psychological support were
developed for station staff: 1) people who undergo
psychological testing are accepted to work at station as
NPP is a potentially dangerous object; 2) various trainings
are conducted (development of leadership qualities,
conflict prevention, development of stress resilience,
teamwork, etc.); 3) special rooms of rest and relaxation
are created.
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Psychologists working at NPPs can use special
questionnaire to establish referral criteria in event of
serious mental problems occurring in staff. In [4] it was
emphasized that stress can cause various reactions,
including psychological (can be manifested in certain
emotions, thoughts, behavior), physical (certain bodily
manifestations) and others. Need for referral to receive the
necessary services becomes clear depending on severity
of these symptoms, their duration and the impact on daily
functioning.

As a result of analysis of the scientific literature [4,5,
46-52] it was determined that there are certain types of
mobile applications for mental health. People can use
them on their own without psychologists help. They
contain various methods and recommendations of
psychologists, social workers for psychological support of
the affected population.

Early provision of information and training to cope
with stress can prevent dangerous consequences of
psychotrauma. Educational orientation of mobile
applications can be key in providing psychological
assistance. Because it is very important to get clear and
orderly information about their condition and understand
what to do next for victim of stressful events. Studying
typical consequences of psychotrauma helps to better
understand one’s own reactions to stress, and knowledge
of one’s resources (constructive coping strategies)
provides sense of control over these reactions. It is
important to explain necessary information about mental
health, psychological problems and their consequences to
people. It contains the following elements: information
transfer, emotional relaxation, explanation and
application, self-help training [51].

Varieties of electronic services that can be used to
process traumatic experiences are quite wide: informing,
diagnosing, monitoring, support, reminders,
communication. Mobile applications with such functions
can be used at any stage of socio-psychological work in
the pandemic and psychotrauma. Specialized applications
contain necessary information suitable for processing
various experiences (increased anxiety, avoidance of
social  contacts, conversations about traumatic
experiences, symptoms of intrusions or hyperexcitability,
etc.). Obtaining specific information can prevent
prevalence of post-stress disorders and contribute to
spread of good practices for maintaining mental health
[51].

Mental health mobile applications are applications to
support mental health. Most of them are aimed primarily
at promoting of healthy lifestyle, self-assessment, self-
monitoring, prevention, as well as step-by-step treatment
of various disorders. Such functions can be used by person
both independently and as material to provide
psychologist or psychotherapist. Effectiveness of such
electronic interventions in depression, psychosis,
increased anxiety was proven. Apps for tracking mood
swings, coping with stress, sleep disorders and eating
habits are effective and popular. For example, the PTSD
Coach supplement is used to prevent and overcome the
symptoms of PTSD as an extreme manifestation of
psychotrauma. Bust PTSD, Breathe2Relax, Beat PTSD,
Tactical Breather applications are aimed to improve self-

10

healing skills through meditation and concentration on
breathing. You can effectively monitor mood changes
with the 72 Mood Tracker monitoring application.
Provider Resilience, LifeArmor, AZNG Be Resilient
Program, Develop Your Resilience applications offer
useful psychological skills. And the PFA Mobile and
Care4Caregiver applications are designed specifically for
professionals as guides to working with victims [50].
Examples of mobile applications are presented in Fig. 5.

Learn About PTSD

WHAT IS PTSD?

PTSD FACTS

HOW DOES PTSD DEVELOP?

HOW COMMON IS PTSD?

WHO DEVELOPS PTSD?

RESULTS

CATEGORIES NOTES OPTIONS

ON

Anxiety

ON

* Depression
* General Well-Being
* Head Injury

b)

Fig. 5. Examples of mobile applications work: PTSD Coach (a)
and T2 Mood Tracker (b).

The service “Mobile psychological assistance” is
presented on the site [54]. The program allows user to
assess its own condition in such categories as sleep
quality, depression and PTSD, as well as contains text
materials sorted in menu and notes on symptoms of
PTSD; anger management; depression control; alcohol
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and drug addiction; stress; relations with relatives;
psychological resilience. There are also tools to assess
your own condition; videos about PTSD; as well as list of
psychological care services. The application “PFA
Mobile Ukraine” contains recommendations for
providing first psychological assistance to both victim
himself after receiving a trauma and those who find
themselves next to such a person - colleagues and
relatives. However, it is important to remember that use
of psychological mobile application cannot replace deep-
seated methods of psychotherapy. So it should be
considered as primary psychological assistance of
individual. Advantages of using specialized applications
are following [50]:

+ it saves time that would be spent for specific
information or specialist searching;

* it overcomes barrier of space and resource base;

* it can be used on different devices by linking to
virtual account;

« it is free (in the vast majority) or has much lower cost
than individual meetings with specialist;

* it to the user, providing his autonomy;

* it is suitable for those who are wary of contact or
have prejudices against psychologists;

» it corresponds to specific psychological problem and
is aimed at its solution;

+ it allows you to track changes in the state, which
encourages the user to continue working, cultivates in him
a commitment to self-help and help.

4 Conclusions

In 2020 COVID-19 led to the pandemic and caused an
emergency worldwide, threatening lives and population
health with large number of deaths and injuries. Also,
during the pandemic there was (and continues to be) a
violation of normal living conditions, significant material
damage to economies of different countries. Quarantine
restrictions affected social, educational, cultural and
spiritual spheres of society. There is urgent threat to
operation of critical infrastructure because the pandemic
led to large numbers of hospitalized people or being
isolated and treated at home. Operation of critical
infrastructure facilities is strategic importance for proper
functioning of any country. It includes energy, chemical,
transport and other enterprises, and in particular nuclear
power plants.

Scientists determined that threat of potentially
dangerous situations remains and can cause radioactive
and chemical contamination of the environment and harm
the health of personnel and the public despite introduction
of technologies and automated monitoring systems at
nuclear power plants. Also one of the key means to ensure
NPP safety operation and its further improvement is to
take into account previous experience of operation and
elimination of initial stage of emergencies. It includes
accounting and analysis of disturbances in operation of
stations, implementation of corrective measures to
prevent violations. Analysis of violations statistics in
operation of Ukrainian NPPs over the past few years
shows that violations above the 1st class (anomaly) on the
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international INES scale have not occured at these power
units. Indeed, in energy sector of Ukraine in recent years
no threats were identified associated with emergencies
risk due to equipment failures or extreme natural
phenomena. However, there are additional risks
associated with growing threats of nuclear terrorism,
armed conflict in southeastern Ukraine and problems
related to the COVID-19 pandemic (diseases of NPP
personnel or their relatives). Therefore, problem of
psychological health of NPP personnel during the
pandemic is one of the relevant topics for research.

Currently, number of special measures were
developed to prevent and eliminate accidents at Ukrainian
NPPs, special instructional materials were prepared and
the Emergency Response System was created. It is
interconnected set of human and technical resources,
organizational and technical measures or mitigating
impact of accident or emergency on personnel, public and
environment.

Also, psychological testing is mandatory for plant
personnel during employment and transfer to other
positions in order to prevent emergencies at NPPs.
Various trainings (development of managerial qualities,
conflict prevention, emotional burnout, etc.) are
conducted and rooms for relaxation and rest are created.

Currently, extreme situations of activity are analyzed
in three main aspects in psychological research: as
features of situation itself, as a set of conditions of
activity; as features of subject of activity in extreme
situations, its readiness; as features of consequences of
activity in difficult conditions of professional activity.
Therefore, work of NPP personnel can be considered as a
“set of operating conditions”, i.e. work on potentially
dangerous object. Ukraine is also implementing an
international “Guide to Mental Health and Psychosocial
Support in Emergencies”. The terms “mental health” and
“psychosocial support” mean measures aimed at
protecting and promoting psychosocial well-being, as
well as prevention and/or treatment of mental disorders.

Socio-psychological support is important to promote
mental health during the COVID-19 pandemic especially
for critical infrastructure workers. Stress associated with
uncertainty and threat to health can have negative
consequences for well-being and mental health of
employees and can result in depression, emotional
exhaustion, and anxiety.

Timely detection and appropriate work to restore
mental health during the pandemic is an equally important
area of work along with providing medical care to the
population. Psychological mobile applications should be
considered as economical way of primary care - proper
psychological information of the population [51].

NPP is a potentially dangerous object,
recommendations were prepared for social
psychological support of NPP personnel:

1) organize a system of informing staff about
measures to prevent and reduce the risk of COVID
infection; it in turn will help restore sense of safety and
reduce anxiety level of employees;

2) conduct trainings or webinars on organizational
issues online; it will discuss rules, advantages and
difficulties faced by employees during the quarantine

S0,
and
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period, ways to overcome these difficulties, introduction
of mentoring system;

3) organize team building, meetings, rituals online (for

example, morning online meetings over cup of coffee to
stabilize psycho-emotional state of employees);

4) carry out personnel screening procedure; if

disorders of adaptation take place against background of
more pronounced psychological trauma and depression it
is necessary to refer to psychotherapist or psychiatrist;

5) carry out once every few months testing and

interviewing staff;

6) create positive

image and commitment to

psychological counseling and seeking psychological help;

7) advise NPP employees to independently use

specialized mobile applications for psychological support.
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