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Abstract. The paper offers a modern interpretation of the term "energy security". Strategic threats
to energy security are identified for the modern conditions; their dynamics and transformation are
shown at different time stages of the Russian energy sector development. Also the work presents
methodological and modeling developments on the study of energy security problems. A scheme is
proposed for researching the country's fuel and energy complex, taking into account the
requirements of energy security, the methods and models used are analyzed. The paper describes the
features and new challenges in the research of energy security at present and the need to develop

modern methods, models and tools.

1 Introduction

In recent years, there has been a sharp increase in
interest in the issue of energy security (ES). To date, the
problems of ES have been outlined and numerous
publications on this problem have been published.

For the first time, issues of energy security were
recognized as a problem in industrialized countries
during the oil crisis of 1973-74, when, following the next
outbreak of the Middle East conflict, a multiple increase
in oil prices followed. At the same time, the essence of
ES was formulated by the World Energy Council: ES is
the belief that energy will be available in the quantity
and quality that are required under given economic
conditions. To date, a collection of articles by foreign
researchers on various aspects of energy security was
published [1].

The problems of ES in Russia began to be actively
discussed after the collapse of the USSR, in the mid-
1990s - both in connection with acute crisis phenomena
in the energy sector of the Russian economy, which
threatened serious violations of normal, sustainable
energy (electricity, heat, fuel); and in connection with
the general increase of attention to different aspects of
national security in the conditions of breaking-up of a
new social and economic system. By this time, the
Federal Law "On Security" (from 05.03.92) was
adopted, in which security (actually - national security)
is defined as "the state of protection of the vital interests
of the individual, society and the state from internal and
external threats". In the Institute of Energy Systems of
L.A. Melentiev of the Siberian Branch of the Russian
Academy of Sciences (ISEM) proposed the definition
and interpretation of the concept of "energy security" in
the following formulation [2-4]: ES - the state of
protection of citizens, society, the state and the economy
as a material basis for their existence and progressive

*
Corresponding author: nata@isem.irk.ru

development, from threats of shortage in providing their
energy needs with economically accessible energy
resources of acceptable quality, threats of disruption the
continuity of energy supply. The state of security is thus
understood as a condition that, under normal conditions,
provides for fully justified energy demand, and in
extreme conditions, guaranteed assurance of the
minimum required volume of needs. Thus, ES is lack of
deficit (physical accessibility), continuity (reliability)
and economic accessibility of quality energy supply. ES
is characterized by three main factors:

- by the ability of the fuel and energy complex (FEC) to
provide a sufficient supply of economically available
quality energy resources;

- by the ability of the economy (as a system of
consumers of energy resources) to rationally (carefully)
spend them and, accordingly, to limit their demand,
realizing an economically feasible potential for energy
saving;

- by a sufficiently high level of sustainability of energy
systems, the fuel and energy sector in general, the
economy as a whole to disturbing impacts of potential
threats to ES.

2 Scheme of energy security research

The main content of research in the field of ES and
justification of measures to ensure is to predict the
conditions of operation and development of energy and
fuel and energy complex in general, taking into account
the realizing of ES threats; in assessing the state under
these conditions and identifying bottlenecks in fuel and
energy supply systems consumers, in the choice of
possible directions and specific measures to reduce the
negative impact of threats in these systems.
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This requires appropriate methodological, model and

software development. There are many foreign
developments in the field of energy modeling.
The main representatives of imitation models of foreign
researchers in the field of energy are MARKAL
(MARKet AlLlocation) [5, 6], EFOM (Energy Flow
Optimization Model), MESSAGE (Model for Energy
Supply Strategy Alternatives and their General
Environmental Impacts).

MARKAL is a numerical model used to carry out
economic analysis of different energy related systems at
the country level to represent its evolution over a period
of usually of 40-50 years. The word MARKAL was
generated by concatenating two words (MARKet and
AlLlocation). Various parameters such as energy costs,
plant costs, plant performances, building performance
and so on, can be input and the software will choose an
optimal technology mix to meet that demand at
minimum cost. It is available from the International
Energy Agency. TIMES is an evolution of MARKAL
and both energy models share many similarities.

TIMES (The Integrated MARKAL-EFOM System)
is a bottom-up optimization model generator that allows
accurate energy and environmental policy analysis at the
local, national or multi-regional level. This tools
combines a technical engineering approach and an
economic approach to represent technologies, fuels,
emissions and their effect on all economic sectors.

The MESSAGE program [7, 8] was developed by the
International Institute for Applied Systems Analysis
(ITASA) for planning and forecasting the development of
energy systems. In fact, this is a modeling system for
medium- and long-term planning of energy systems
development, energy policy analysis and development
scenarios development. This is a flexible tool that allows
you to compare alternative energy technologies and
build the most appropriate scenario for the development
of the energy system. The criterion of expediency is the
minimum of the given system costs. To find the optimal
solution, the linear programming method is used.
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MESSAGE allows you to compare alternative
scenarios for the development of the energy system in
terms of impact on the environment.

The information-model complex NEMS (National
Energy Modeling System) is developed by the US
Department of Energy.

NEMS [9] - a system that models the US economy
with the allocation of energy to its individual sector. This
complex builds forecasts for the production, import,
processing, consumption and prices of fuel and energy
resources, taking into account macroeconomic and
financial indicators, the world market of fuel and energy
resources, the choice of certain technologies, the
quantitative and qualitative characteristics of the chosen
technology, etc. The complex is used to determine the
strategy of energy development, the impact of energy on
the economy, the environment of the country.

Energy security problems in Russia have a number of
features that require the development of original
methods, models and software.

To study the energy security problems of Russia, a
two-level technology is proposed that integrates the
stages of qualitative analysis (using semantic modeling
tools) and quantitative analysis (using linear economic-
mathematical models and traditional software systems).
The general scheme of the tasks to be solved and the
modeling methods used in assessing the effect of ES
threats on the state of energy security are shown in Fig.1.
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Fig.1. General scheme of studies of ES problems.
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Based on the methodological approaches created in
the ISEM of the SB RAS, a scheme has been
developed for obtaining an integrated assessment of the
level of energy security in the region, based on an
indicative analysis of the region's energy security and
model studies (Fig. 2) [10].
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Fig. 2. Scheme of obtaining an integral evaluation of the
regional level

To date the most developed methodically the stage
of quantitative analysis, which solves the problems of
researching the functioning and development of
energy, taking into account the requirements of the ES.
The basis for research is the technical and economic
characteristics of energy facilities and reporting data on
the state of energy systems, the results of research on
the development of the fuel and energy sector, that
justifying the choice of long-term strategy and the
formation of energy policy. Based on the socio-
economic program for the development of the country's
economy, which determines the demand for fuel and
energy resources, an analysis and assessment of energy
consumption levels taking into account energy
conservation is carried out.

Within the qualitative analysis phase, based on the
above characteristics and the analysis of the ES threats,
the calculation conditions for the computational
experiment are formed, which is carried out at the stage
of quantitative analysis.

A two-level system of models was proposed for
carrying out experimental studies of energy security
problems [4].

To harmonize the models of different levels of the
hierarchy in the studies under consideration, a
methodical approach is applied that allows solving the
corresponding problems in the studies of the fuel and
energy complex using a multilevel hierarchy of
optimization studies. The interrelation of models and
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Fig. 3. Interrelation of models of two-level technology and
the main tasks to be solved

In this approach, upper-level models are
constructed by aggregating low-level models in
accordance with conditionally optimal solutions
previously obtained for them. The lower-level models
are simulation models of energy systems for analyzing
the options for their development, assessing the state
and identifying "bottlenecks" when operating under
different conditions. Aggregate solutions found using
top-level models are passed to lower-level models and
used by them as boundaries within which a detailed
solution is determined.

Using a two-level system of models and methods of
combinatorial modeling, studies were conducted on the
selection of possible trajectories of the development of
the fuel and energy complex with subsequent analysis
of these trajectories from the point of ES [11].

3 Energy security threats and their
modeling

When analyzing the current state of the country's
energy sector, the main strategic threats to ES were
identified at the present stage, that is, threats that can
form today and in the near future a sustained long-term
deficit in the country's energy balance:

- insufficient level of investments in the fuel and
energy sector;

- energy wastefulness of the economy;

- iinsufficient increments of explored hydrocarbon
reserves;

- the dominant role of natural gas in the fuel and energy
balance of European regions of Russia;

- reduced opportunities to increase gas production due
to the economic risk of developing the gas resources of
the Yamal and the shelf of the northern seas;

- high deterioration and low rates of equipment renewal
in the fuel and energy sector.

A special place among ES threats is the threat of
reducing opportunities to increase gas production, as
today the gas in the fuel balance of the country
occupies 70-72%, and in some (European) regions of
the country reaches 90% and higher.

Themodel of cause-effect
relationships of factors influencing the

state of gas production in gas
production areas and on energy
security in the period up to 2030

The model of the prices ratio l Model of factors

for hydrocarbons in European affecting total gas
countries (2013-2010) production volumes

Model of factors
affecting total gas
production volumes

Fig. 4. Models of worsening / improvement for the situation
for the strategic threat of ES "Decrease in opportunities to
increase gas production”

Using the methods of cognitive modeling for this
threat, a system of models of deterioration /
improvement of the situation is constructed (Fig. 4),
allowing to visualize and link all the factors that form a
threat at various time stages [12].
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To analyze energy security threats and their
consequences, it is suggested to create special models
using an approach that allows, based on the use of
Bayesian networks of trust, to describe the cause-effect
relationship between the factors that form threats and
lead to the emergencies. This approach makes it
possible to take into account the probability of
occurrence of the factors underlying the threat being
analyzed, or the probability that they will assume a
certain state.

The models constructed with the help of Bayesian
networks allow taking into account a lot of factors and
dependencies between them. A methodology for
modeling energy security threats has been developed.
With its use, models have been developed [13, 14] to
assess the consequences of such threats to ES, such as:

- low rates of renewal of power generating equipment;

- lack of investment (for example, the oil industry);

- cool weather with a corresponding increase in the
consumption of boiler-furnace fuel and heat and power
generation

As an illustrative example, the results of the
simulation of the threat "Low rates of renewal of power
generating equipment” are shown (Fig. 5).

implementation and the possibility of assessing the
effect of the corresponding compensation and
liquidation measures.

4 Dynamics and transformation of
energy security threats

It is also important to account the possible dynamics
and transformation of threats to energy security at
different time intervals. The conducted studies show
possible changes both in the composition of threats and
in the importance (priority) of individual threats at
different time stages. Based on the real state of affairs
with the provision of Russia's EBC in the period from
2011 to 2016, and the expected state of the same
condition for 2020, the analyzed period is divided into
two intervals: from 2021 to 2025 and from 2026 to
2030. Table 1 shows the change in the composition of
threats in the future up to 2030 for different time
intervals, as well as their possible influence on the
energy sector and the economy of the country.

Table 1. Assessment of the direction of transformation of
strategic threats to Russia's energy security for the period
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Fig.5. a) volumes of dismantling of old and commissioning
of new equipment (MW) and mean age of equipment (years);
b) changes in the accident rate in response to increase the
volume of capital investments

The increase in investment volumes leads to
increased levels of dismantling and equipment
commissioning, while upgrading at a faster pace
(compared to dismantling) can lead to a slight increase
in accident rate due to the introduction of completely
new equipment, but it reduces the accident rate
sufficiently, compared with initial values.

The performed experimental calculations showed
the possibility and expediency of using Bayesian
networks of confidence for modeling the process of
development of energy security threats with the
possibility of assessing the likelihood of realizing the
threats themselves (ie, the occurrence of emergencies),
the likelihood of the consequences of their

N The essence of the

The direction of the

/ strategic threat of transformation of the threat
N Russia's ES by time intervals
2021-2025 2026-2030

1 | Lack of investments in Significant Threatening

energy sectors increase in the threat
threat

2 | Low rates of renewal Some Some
of OPF in the energy | increase in the | weakening
sector threat of the threat

3 | Energy-saving Some Weakening
economy of Russia weakening of the threat

the threat

4 | Domination of gas in Some Some
the FER balances of | weakening of | weakening
the European regions the threat of the threat
of the country and the
Urals

5 | Delay with the | Strengthening | Enhancing
development of new the threat the threat
areas of gas production

6 | Reduction of gas Increased Increased
production capacity in threat threat
the country

7 | Reduction of oil - Significant
production capacity in increase in
the country the threat

8 | A large share of - Increased
electricity and heat threat
produced at large
thermal power plants
and large boiler houses

The carried out researches on transformation of
threats have allowed to determine the separate

indicators

of energy development.

So, in the

implementation of strategic threats to the ES without
carrying out cardinal measures to overcome them by
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2025-2030. The country may face significant problems
for its economic development. The analysis of
prospective opportunities of the energy industries
production in comparison with domestic needs for fuel
and energy resources in this period shows that the
tension will increase to meet external obligations for
the export of oil and gas. Unless drastic measures are
taken, the volume of oil production in Russia by the
year 2030 will be 450 million tons (in 2016, the
volume of production was 547 million tons), and gas -
at 620 billion cubic meters (in 2016 - 653 billion cubic
meters). It is especially alarming that the opportunities
for exporting Russian gas (without taking into account
the conjuncture of foreign markets and provided that
the country's domestic requirements for gas are fully
provided) are drastically reduced and, without taking
drastic measures, by 2030, can be only 80 bcm versus
180 bem in 2016.

5 Conclusion

To date, the ISEM SB RAS has carried out a complex
of studies to develop an appropriate scientific and
methodological base for studying the problem of
energy security. In particular:

- methodical bases of an estimation of a level of ES
of the country and its regions, tested at an estimation of
level of ES of some regions (subjects of the Russian
Federation and federal districts) are developed;

- the role of the gas industry (as dominant in the
balance of primary fuel and energy resources) in
providing the country's ES is assessed and
requirements for the future development of this sector
are determined from these positions;

- a system of decision support for the provision of
ES, relevant information technology and software are
developed;

- the process of conducting model studies of the
interconnected work of the fuel and energy complex
and the energy systems in the context of the
implementation of strategic threats to the ES was
prepared and implemented;

- methodical provisions were developed for the
formation of directions for adjusting options for the
development of the fuel and energy complex of Russia
from the ES's point of view.

In addition, with the participation of the Institute,
the draft of the Doctrine of Energy Security of Russia
(protocol approved by the President of Russia on
November 29, 2012, No. 3167) and the Methodology
for Monitoring Energy Security in Russia and Regions
were developed [15-17].

This work was carried out with the partial support
of the Program of the Presidium of the Russian
Academy of Sciences [.33P.
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